
 

IdenTrust External Certificate Authority Instructions 

To begin the process of obtaining an ECA through IdenTrust, please go to the following 
webpage: www.identrust.com/certificates/eca/index.html. 

 

Reference information for obtaining an ECA is listed on this webpage. Please read through the information 
carefully. For the AF-CMRA, you will need at a minimum the Medium Level ECA Security to access the 
system.  

Scroll down on the webpage until you see the option to buy the Medium Assurance Certificate Type. Select 
“BUY” to begin your application for the ECA. *Note: Prices may be subject to change. 

 

http://www.identrust.com/certificates/eca/index.html


After you select “BUY”, the following information will be available to you before beginning the ECA 
application: 

Getting Your ECA Medium Assurance Certificate. This page lists the steps required to obtain an 
ECA. You will apply, send in forms, and then get your certificate once your information is verified. Please note 
that when applying, the application can be completed by the applicant only. A certificate applicant cannot 
have another person complete this application on their behalf. 
In order to send in your forms, you will complete and send in the Authorization & Identification Forms, which 
are available to you at the end of the Online Application. Once IdenTrust has received and verified your 
information, they will send you information to download your certificate.  

 



*Note: Before you begin your application, have the following ready: 

• Organization's Full Name and Headquarters Address 
• Dun & Bradstreet D-U-N-S Number (optional) 
• Payment method information: Credit Card or Voucher Number 
• Valid Email Address 

IMPORTANT: DoD policy requires that you retrieve your certificate within 30 days from the date your forms 
are signed. If you are not able to complete this process and retrieve your certificate before that date, your 
application will be cancelled and you will need to start this process again from the beginning. Please ensure that 
you will be able to complete all steps within 30 days before starting your application. 

Click: “I’m Ready – Let’s Start My Application” to begin. 
 
 

1- Enter Voucher Number. If you do not have a voucher number, payment information will be requested 
later in the application process.  Enter your voucher number now if you have one if not leave the text 
field blank and click “next.”   
 

 
 

2- Let’s Find Your Organization. Please provide your E-mail address and the Postal Code of your 
organization’s headquarters. This postal code may be different than the postal code where you work if 
you do not work at the organization’s headquarters. 
 

 
 

3- Where is Your Organization Headquarters? Please enter the full organization name of the legally 
established business you are applying for the ECA with. Please do not use any special characters when 



writing the name of the organization. You may verify on Sam.gov the information for your organization 
that is needed in this step. Please also list the full physical address for the headquarters as shown in the 
official entity registration. You may also enter the Dun & Bradstreet D-U-N-S, which may help expedite 
your application 
 

 
  
Let’s Verify Your Organization’s Information. You will be asked to verify the information you 
entered. Please verify the information you listed is correct in order to continue with the application. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
4- Where Would You Like Your Instructions Mailed? You can choose to have the instructions for 

downloading your certificate sent to your organization’s headquarters, or you can enter the address of 
the location of your physical work place if it is different than your organization’s headquarters. If you 



are not having the instructions sent to your headquarters, please do not enter any other address besides 
your work location.  The instructions will be sent only after your information is verified. 
 

 
 

5- Getting to Know You – Your Information. On the first page, you will be required to enter your first 
name, last name, job title and office phone number, which will be checked against sources within your 
organization to verify your identity and the authenticity of your application. Only your full name, 
organization information and e-mail address will appear in your ECA Certificate. 
 

  
Getting to Know You Better asks you to verify your Primary or Main Citizenship with the country of 
your Main Citizenship. Please use the dropdown menu to select the form of identification you wish to 
use for your proof of citizenship. For United States citizenship, you may use the following forms of 
proof of citizenship: Passport, Certificate of Citizenship, Certificate of Naturalization, Birth Certificate, 



Consular Report of Birth, or Certificate of Birth Abroad. For Main Citizenships or addition citizenships 
of countries besides the US, please have the passport for that country available to verify that citizenship. 

 

 
 

Let’s Confirm Your Information. Please verify all the entered information is correct when prompted 
to check this information in order to proceed. 
 

 
 

6- Remember Your Passwords. You will be asked to input a password, and it is very important that you 
remember your password. *Note: IdenTrust cannot retrieve forgotten passwords for you, and you 
will need to start over to apply for a new certificate. There are two passwords you will need to 
remember: Account Password and Browser Key Protection Password. You receive the Browser Key 
Protection Password after the application is approved and the certificate has been downloaded. Click “I 
Don’t Want That – I’ll Remember My Passwords” to continue. 



 

 
 

7- Create Your Account Password. The password must be 8-30 characters in length, be composed of 
lowercase or uppercase letters or numbers, and may not use special characters (, ), \, /, “, =, or *. 
Secret Questions. Please select three questions and create your answers. Your Account Password can 
only be reset by typing your answers exactly as you do here. Answers are limited to 1-30 characters, 
using letters and numbers only. 
 

 
 

8- Accepting the Subscriber Agreement. In order to continue with the application, you must read and 
accept the Subscriber Agreement. Please click on the link View Complete Subscriber Agreement to 
read the Subscriber Agreement. After reviewing the agreement, please click the box I have reviewed, 
and I hereby sign and accept the complete terms of the Subscriber Agreement in order to continue.  
 



 
 

9- Paying for Your Digital Certificate. Review Your Purchase. Please select Credit Card or Voucher 
Number, depending on how you would like to pay.  
 

 
 
 

Paying for Your Digital Certificate. Please select your Shipping Type and please enter your Credit 
Card information to purchase the ECA. 

 



 
 

10- Review Your Purchase. Please verify your purchase information. You may also print a copy of the 
page for your records. Click “Next” to continue. 
 

11- Where Will You Use Your Certificate? If you have someone to sponsor your certificate, you will enter 
that information at this time. If not, select Z-NONE OF THE ABOVE and then Next to continue. 

 
12- Almost Done – We Need Your Forms. Submitting the Correct Forms. Please complete and send 

your Authorization and Identification paperwork to IdenTrust. You can download the packet from the 
Open Forms Packet button. Please carefully follow the instructions found in the Forms Packet.  

 
*Note: The forms packet is a PDF, so you will need Adobe Acrobat Reader. If you do not have this on 
your computer, there is an option to download it by clicking on the link download it now. Click “Next” 
when done. 
 

13- Congratulations! Your application has been completed and submitted to IdenTrust. 
What’s Next? You may print a copy of this page for your records, so you can refer back to it while 
completing the next steps in the application process. 
 
1- Verify Your E-mail Address. A message will be sent to your email address 

from registration@identrust.com with instructions to verify your email address. Please complete the 
verification using the instructions and Verification Code sent in the email. *Note: Please be aware 
that depending on your email setting, this email may be routed to your bulk, spam, or junk mail 
folder. 

mailto:registration@identrust.com


2- Submit Completed Form. Follow the instructions in your Forms Packet that was downloaded from 
the previous page to complete and send in your Authorization and Identification forms.  You will 
need part 1 and 2 to be completed and sent in. Your application cannot be approved until you 
send in your completed forms and IdenTrust receives them. 
 
*Remember that DoD policy requires that you retrieve your certificate within 30 days from the 
date that your forms are signed. If you do not complete all steps and retrieve your certificate in 
time, your application is automatically declined and you will need to start this process again 
from the beginning. 
 
Email verification must be completed within 30 days for IdenTrust to approve your account. 

 
 
Forms Packet Instructions for ECA Medium Assurance Certificate. 
These forms are to be completed by: Citizens of any country while located in the United States where forms 
will be signed by a Notary Public, but US Citizens in a country with a US Embassy where forms will be signed 
by a Consular Officer, and by Citizens of Canada, United Kingdom, New Zealand or Australia when located in 
one of those four countries where forms will be signed by a Consular Officer at a US Embassy. 
 
*Note: Please read the instructions and terms/conditions, but print only what is needed of the Forms Packet. For 
most applicants, the pages you will need to send to IdenTrust will be two pages, which are: Part 1: Subscribing 
Organization Authorization Agreement and Part 2: In-person Identification Form. 
Some applicants may need to print and submit the Additional Citizenship Addendum and/or the Expedited 
Shipping Request page. 
 
*Note: Please do not complete Part 2 until you are in the presence of the Notary Public. This will invalidate 
the form. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Sponsoring Organization Authorization Form: Complete and sign Part I – Sponsoring Organization 
Authorization Form. Take it to an officer in your organization who can sign on behalf of your organization 
and represent to IdenTrust that you are a duly-authorized representative of the organization and that it agrees to 
be bound by the terms described therein (Section 2 of Appendix A to Part 1, Terms and Conditions). Have the 
officer sign Part 1 and return it to you for submission to IdenTrust. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
In-person Identification Form: Complete and sign Part II – In-person Identification Form. This form must 
be filled out completely. You must present two forms of identification to a Notary, Consular Officer or Trusted 
Correspondent, according to the following instructions:  



 

 
 
Option 1: One from List A and one from either List B or List C 
Option 2: One from List B and one from List C 
Non-US Citizens: Valid passport and one from List B 
*Note: If you have more than one citizenship asserted in your certificate, you must provide proof of citizenship 
(ie: passport) for each. 
 
List A – Photo ID documents that establish identity and citizenship 

• Passport from Country of Citizenship 
• Certificate of US Citizenship issued by US Citizenship and Immigrations Services – USCIS (formerly 

INS) 
• Certificate of Naturalization issued by a court of competent jurisdiction prior to October 1 1991, or the 

USCIS (INS) since that date. 
 
List B – Photo ID documents that establish identity 

• Driver’s license or government-issued ID card with photograph 
• Military ID with photograph 



• Permanent or Unexpired Temporary Resident Card issued by the USCIS with photograph 
• Other official Photo ID 

 
List C – Documents that establish US citizenship but not identity 

• Original or certified copy of a birth certificate issued by a state, county, municipal authority or outlying 
possession of the United States bearing an official seal 

• Consular Report of Birth from a US Consulate (Form FS-240) 
• Certificate of Birth Abroad issued by the Department of State (Form DS-1350) 

 
 
Send Forms to IdenTrust: Record the name and place where you had the form notarized. For your records, 
make a copy of your Part 1 and Part 2 forms, then send the signed (ink-on-paper) originals to IdenTrust.  
 
Mailing Address: 
 
ECA Registration 
IdenTrust Services 
255 Admiral Byrd Road 
Suite 200 
Salt Lake City, UT 84116-4915 
 
*Note: If you should have any questions during the process and would like to speak with a customer service 
representative at IdenTrust, please call (888)882-1104 or e-mail helpdesk@identrust.com.  
 
 
Downloading and Installing Your New Certificate  
 
After your application has been approved please follow these instructions carefully to download and install your 
new certificate.  
 
*Note: You must complete this retrieval within 30 days from the date your paperwork was signed by a notary or 
Trusted Correspondent. Failure to retrieve your certificate in this time frame will automatically close your 
account and you will need to start this process from the beginning.  
 
Step 1: Ensure that you have Administrative Rights for the computer you are using. If you work for an 
organization where your computer permissions are set by an IT department, you may need to ask that 
department to provide permissions you will need.  
 
Step 2: Close all applications on the computer you are using, including Internet and email.  
 
Step 3: Using Internet Explorer, browse to www.IdenTrust.com/get-cert.html  
 
Step 4: Enter the Activation Code provided to you by the approval letter sent to you by IdenTrust.  
 
Step 5: Enter the Account Password you created when you first applied online. If you have forgotten the 
Account Password, enter the Activation Code and click the “I forgot my Account Password” link next to the 
Account Password field.  
 
Step 6: Follow the prompts to retrieve both ECA Certificates (you must retrieve both the Signing 
and Encryption certificates). Do not close your browser until you see the “Congratulations” screen indicating 
that you have finished the retrieval.  

mailto:helpdesk@identrust.com
http://www.identrust.com/get-cert.html


 
*Note: It is very important that you do not press the “Back” Button on your browser at any time. 
Pressing “Back” during the retrieval may cause the retrieval system to ‘void’ your retrieval, closing your 
application and forcing you to apply again from the beginning.  
 

A. Before you begin, the system will check to ensure it is able to retrieve your certificate.  
*Note: If you are using a USB Token or Smart Card to store your certificate, please make sure you have 
installed the token software. 

 

 
 

B. To begin the retrieval process, login using your Activation Code and Account Password. 
 

 
 

C. During this step you will install your Active X Control: “IdenTrust Certificate Enrollment Control.” 
Click the “Information Bar” at either the top or bottom of the page. Then, select “Install Active X 
Control…” (Click “Continue” if UAC is in effect.) 
Next, click “Install” on the Security Warning Box. 
*Note: You may need to adjust your browser’s “Active X Control security settings” and then refresh the 
page for the changes to take effect. 

 

 
 

D. Retrieving Your Encryption Certificate. Follow the 3 steps listed to retrieve your encryption certificate.  



The first step is to record the encryption certificate password for future use. Once you have done that, 
click “Next.” 

  

 
  

E. Download the Encryption Certificate by clicking the link “Download.” When the “File Download” 
screen appears, select “Save this file to disk” and click “OK.” When the “Save as…” screen appears, 
enter a location and file name for the encryption certificate, then click “Save.” When you have 
completed all of these steps, click “Next” to continue. 
 

 
 

F. After saving your certificate, please follow the next step of instructions to install your certificate.  
Step-by-Step Instructions: 
Installing the encryption certificate: 
1- Double-click the encryption certificate file saved previously. 
2- When the “Welcome to the Certificate Manager Import Wizard” screen appears, click “Next”. 
3- When the “Select File to Import” screen appears, verify that the correct location and file name 

display, the click “Next”. 
4- When the “Password Protection for Private Keys” screen appears, enter the Encryption Certificate. 

Password. Check the “Mark the private key as exportable,” and then click “Next”. 
5- When the “Select a Certificate Store” screen appears, keep the default selection on “Automatically 

select the store based on the type of certificate” and then click “Next”. 
6- When the “Completing the Certificate Manager Import Wizard” screen appears, click “Finish”. 
7- Locate the encryptions certificate file saved previously, and delete it from your system. 
8- When you have completed ALL of these steps, click “Next” to continue. 



 

 
 

G. Key Pair Generation: Your certificate has been successfully retrieved. The next step is to generate the 
keys for your signing certificate.  
*Note: Please keep the default selection listed on the screen. 
On the next screen, please follow the instructions to set your password. 
Step-by-Step Instructions: 
1- In the process of retreiving your certificate, you may see one or more “Potential Scripting Violation” 

screens. Select “Yes” everytime. 
2- If you don’t have the relevant IdenTrust root certificate installed on your browser, you may see a 

“Security Warning” alert. Select “Yes” for this alert. 
3- When the “Creating a new RSA exchange key!” screen appears, choose “Set Security Level.” 

Choose “High” to enforce password protection. Select “Next.” 
4-  When the “Create a password to protect this item” screen appears, enter and confirm a password. 

Choose a password you can remember, because you will need to enter this password every time 
you sign in or encrypt data using your new certificate. This protects your certificate from being used 
by someone else. 
Click “Finish” 

5- When the “Creating a new RSA exchange key!” screen reappears, enter your newly created 
password. Click “OK”. 

6- When the “signing data with your private exchange key!” screen appears, enter your newly created 
password and click “OK.” Wait as the digital certificate is generated. 

 



  
 

H. Let’s Verify the Information in Your Certificate: The contents of your certificate will be presented 
below the this message. Review your certificate information for accuracy before you proceed. Click 
“Next” after you have reviewed your certificate information.  

 

  
 

I. Instructions for Verifying Certificate Retrieval: Follow the instructions on this page to verify your 
certificate retrieval. If you are unable to retrieve your certificate, restart your browser and return the the 
URL listed to begin the verification process again. Print the instructions and follow them as you go 
through the process online. 

 



 
 

J. Once you have reached this message you have successfully downloaded and retrieved your certificate.  
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