
Operational Research Consultants External Certification 
Authority Instructions. 

To begin the process of obtaining an ECA through ORC, please go to the following 
webpage: www.eca.orc.com. 
*Note: You must submit your request for ORC ECA certificates through Mozilla Firefox; 
available at: http://www.mozilla.org. If you have to use another browser due to network 
policy, please notify your IT Department that you will need temporary access to the 
Firefox browser. After the certification is issued, it can be moved to another browser. If 
this does not suffice, please try a different government approved ECA (VeriSign or 
IdenTrust).   

 

Reference information for purchasing an ECA is listed on this webpage. Please read 
through this information carefully. For the AF-CMRA, you will need a minimum of the 
Medium Level ECA Security to access the system. Please see below for instructions on 
filling out the application.  

Scroll down to “Get Certificates” and select the first “Order” icon next to “Medium 
Assurance Identity and Encryption Certificates (Personal Certificates)” to begin your 
application for the ECA. 
 
After you click “Order”, the ECA application process will begin. 
 
 
 

http://www.eca.orc.com/
http://www.mozilla.org/


Order Certificates. Instructions for ordering your certificate are available for your use. 
There are separate instructions for citizens of the Unites States, Great Britain, Canada, 
Australia and New Zealand, and instructions for citizens of all other countries. These 
instructions are for Citizens of the United States, Great Britain, Canada, Australia and 
New Zealand. 
 
 Please read the applicable instructions before ordering your certificate. 
 
Instructions for citizens of the US, Great Britain, Canada, Australia and New 
Zealand: 
 
1- Select the link for “Medium Assurance Identity/Encryption Certificates.” This 
page provides information on a Medium Assurance Identity/Encryption Certificate.  
 

 
 
2- After the page for “Medium Assurance Identity/Encryption Certificates” is loaded 
click “Continue.” 
 

 
 



3- Medium Assurance Identity/Encryption Obligations. This page lists the obligations 
you must have in order to be able to apply for an ECA. In order to continue with your 
application, check the boxes at the bottom of the page to agree to the obligations. 
 

  
 
4- Online Application. Please select the Identity Certificate Enrollment Validity 
Period from the dropdown menu that you would like. Then complete the User’s Identity 
information, including your first name, middle initial, last name, company name, work 
email, citizenship and location. Please also complete the Contact Information by listing 
a phone number where you can be contacted regarding the request. Click “Submit.” 
 
*Note: You will need to use the same workstation and the same browser to accept your 
certificate that you are currently using for the request.  
 

 



5- Verification. Please review the information presented on this webpage to ensure that it 
is correct. Once you click Submit on the page, your information will be sent to the 
Certificate Authority. 
 
*Note: It is recommended to make a backup copy of your Private Key Instructions as 
well as your certificate once it is issued. Please open the links provided in a new tab to 
view appropriate instructions for the browser you are using.  
 
**Note: The following directions are provided to you by ORC to complete; however, this 
will occur automatically, so you will not need to go through this step of the instructions: 
When you click Submit, you will need to set the security level to High and create a 
password for your private key. Please be aware that you will be the only person with this 
password. It is important that you remember this password, as it will not be 
retrievable by the certificate authority. Do not share your password with anyone. 
 
Click “This is Correct” to continue. 
 
The next page displays forms to print. Please print these forms and fill them out in front 
of a notary public. After completing the forms, please mail them to the address listed on 
the forms.  
 
***Note: You are required to send photo copies of your two official IDs (front and back.) 
 
Below are images of the form spaces that will need to be completed. Please print all 
required pages and send them to the address listed in the instructions at the end of the 
forms. These images are a guide to show what you will need to fill out, but you should 
send in all pages that were printed. 
 



 
 
 



 
 



 
 
 
You will need the following information in order to complete this process and submit 
your authorized application to an ECA RA. 
 

• Two forms of Photo Identification. One of the forms of Photo Identification 
MUST be issued by a government entity within the US and be current and valid. 
(Example: Driver’s license or passport). The second form of Photo Identification 
may be a government issued photo ID (from a different agency than the first) or a 
business or institutional photo identity card or badge. 

• Proof of Citizenship. US Citizens may submit a photocopy of the following 
documents as Proof of Nationality: US Passport, certified copy of Birth 
Certificate, Naturalization Certificate, Certificate of Citizenship, FS-240 Consular 
Report, or DS-1350 Certification or Report of Birth 

• Proof of Organizational Affiliation. You may use either a letter or a photo ID 
for Proof of Organizational Affiliation. 
- If you are using a company issued ID as one of your two forms of 

Identification, then this will also work as your Proof of Organizational 
Affiliation. 

- If you are not using a company issued photo ID, then you will need to submit 
a letter on company letterhead, signed by a Duly Authorized Company 



Representative, stating that you are an employee of that organization. The 
image below is a sample of the Proof of Organizational Affiliation Form that 
will be completed if you are not using a company issued ID as one of your 
two forms of Identification. It is available on the ECA Instructions page. 

 

 
 

*Note: A letter of Organizational Affiliation is not a substitute for a required 
photo ID. 

• Form of Payment. You can pay by Check, Credit Card, or Purchase Order. 
• A completed and verified copy of the Request Form. 

 
To ensure that you have printed and are completing the entire request form, you should 
see a FINISH LINE at the end of the form. 
 

 
 
Please take the Request Form with two official photo IDs, proof of nationality, and proof 
of organizational affiliation to ORC’s Fairfax Branch or to a Notary Public for 
verification of identity. Do not sign the Request Form until you are in the presence of 
an RA, LRA, or Notary Public. If using an ORC RA or LRA, you will be required to 
leave the original form pages and copies (front and back) of your photo IDs with the 
RA/LRA. If you are using a Notary Public, please send all completed and approved form 
pages, along with photo copies of your two official IDs (front and back), proof of 



nationality and proof of organizational affiliation to the ORC branch location listed 
below: 
 
ORC-ECA 
11250 Waples Mill Road 
South Tower, Suite 210 
Fairfax, VA 22030 
 
*Note: This form must be received by ORC within 14 days of the request date. If 
not, you will be required to make the request again. 
 
Download your ECA. You will receive instructions for the download of your ECA once 
ORC has verified your information. Below are instructions for downloading the ECA: 
 
Please read all instructions carefully before importing certificate(s): 
  
After you have received the email: 
1. Launch the Internet Browser (this will be the same browser and the same computer 
that you used for the initial process). 
 
2. Go to the URL posted in your email.  
 
3. Your certificate will be displayed. Scroll the bottom of the page. 
 
4. Click “Import Your Certificate” button. 
 
5. Once you have imported the certificate, click “Test Certificate Acceptance” 
button.  This option only applies to the Identity Certificate. 
 
6. Export your Certificate(s) for Operational copy purposes. 
 
7. Ensure that you back-up your certificate. A link is provided for both Internet 
Explorer and FireFox users to back up their information. 
 
 
Once you have done this you have successfully downloaded and retrieved your 
certificate.  
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