VeriSign External Certificate Authority Instructions.

To begin the process of obtaining an ECA through VeriSign, please go to the

following webpage: http://www.symantec.com/theme.jsp?themeid=eca-
certificates

Reference information for purchasing an ECA is listed on this webpage. Please read
carefully. For the AF-CMRA, you will need a minimum of the Medium Level ECA
Security to access the system. Please see below for instructions on filling out the
application.

Scroll down to the Medium Assurance ECA. Select “GET STARTED?” under the
pricing field to begin your application for the ECA.
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After you click “GET STARTED”, the following information will be available to
you before beginning the ECA application:

*Note: Apple Computers are not supported by VeriSign. You must have Internet
Explorer v6.0-8.0, or Mozilla Firefox v3.0 or later. Firefox is the recommended
browser. Google Chrome, Safari and Internet Explorer 9 are not supported.
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Application Prompts
1. Certificate Enrollment Instructions:

*Note: It is strongly suggested that you print this page before enrolling
for your ECA Certificate.
Please read enrollment instructions carefully and click “ECA Enrollment
form” link.
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Print these instructions: We strongly suggest printing this page befare enrolling for your ECA Certificate
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2. Enter Subscriber Information:

- Select Enrollment Method: Please choose Subscriber Enrollment
using Notary unless your organization has a Trusted Agent, which is a
person in charge of managing ECA certificates. If your organization does
have a Trusted Agent, please choose Subscriber Enrollment using
Trusted Agent.

- ECA Certificate Subscriber Information: Enter all required information,
which will be your first name, last name, organization, headquarter
location information of your organization, telephone number, email
address, and citizenship.

*Note: Your Organization name must match the name found in official
records. If you are enrolling without an organizational affiliation, enter
Unaffiliated in the Organization field.
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Select Certificate Validity. If your payment type is Credit Card, select
the validity period for your certificate. If your payment type is Pre-paid,
do NOT select the validity period. A certificate validity period is pre-
associated with the Sales Order number.

Enter Payment Type. Select and enrollment method above before
entering payment information. Please select your method of payment. If
you are paying by credit card, fill in your credit card information in the
spaces provided.

*Note: Do not use the “&” symbol (or other special characters) if this is
part of your organization’s name. Your payment will not be processed if
you include this symbol in the payment information.
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Enter a Challenge Password. Your challenge password must be at least
eight (8) characters in length and include at least one letter and one
number. The challenge password is needed in the event that you must
revoke your ECA Certificate.

Subscriber Agreement. Please carefully read the Subscriber Agreement.
After reading the agreement, please select Accept & Purchase in order to
continue. A pop-up message will display with a request for email
confirmation. If the email address displayed is correct, press OK. If it is
not correct, click CANCEL and correct it in the enrollment form. If the
email address is not correct, you will not be able to use your ECA
Certificate.

*Note: You will be asked to wait while your request processes. Do not
refresh your browser, press the back, or leave this page during this time,
as you will not be able to finish the application and will be required to
start over.
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3. Notarize Form:

- Print this page, and then click Continue to complete your order.

- After the form has been printed, you must install both Symantec ECA CA
and DoD Root CA certificates to create a chain of trust. Web browsers (e.g.
Internet Explorer) and email software (e.g. Microsoft Outlook) use this
chain of trust to validate your ECA Identity and Encryption certificates.

4. Instructions for Completing the Subscriber Enrollment Form:
- Follow the Identity Proofing Instructions below:



Subscriber Enrollment Form
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Identity Proofing Instructions. The Symantec ECA Authentication team cannot
approve your certificate request until you submit the ECA Subscriber Enrollment
Form or the Trusted Agent sends confirmation. A Trusted Agent is a member of your
organization who manages ECA Certificate Enrollments.

Completing the Identity Proofing Step
Print the ECA Subscriber Enrollment Form and review section 1 to ensure your
information is correct, but do not sign this form yet. You must sign the ECA

Subscriber Enrollment form in the presence of a Trusted Agent or Notary.

For the Trusted Agent Enrollment Method, follow these instructions:



- Take the ECA Subscriber Enrollment form to your Trusted Agent. You
must present your valid Passport or Birth Certificate and a valid Driver’s
License.

- Sign the ECA Subscriber Form in the presence of the Trusted Agent.

- The Trusted Agent must list and confirm viewing your ID documentation
and sign Section 2 of the ECA Subscriber Enrollment Form. Then the
Trusted Agent must fill out the Blank ECA Bulk Transmittal Form Excel
sheet and send a signed and encrypted e-mail to the Trusted Agent
mailbox (eca-trustedagent@verisign.com) requesting your order be
processed.

For the Notary Enrollment Method, follow these instructions:

- Take the ECA Subscriber Enrollment Form to a Notary. You must present
your valid Passport or Birth Certificate, valid Driver’s License, and your
Work ID Badge to the Notary.

*Note: If you do not have a Work ID badge, you must download and print
the Subscriber’s Organizational Contact Form. Then, a separate full-time
employee of your organization must fill out and sign the Subscriber’s
Organizational Contact Form.

- Sign the ECA Subscriber Enrollment Form in the presence of a valid
Notary. The Notary must list and confirm viewing of your ID
documentation, stamp, and sign the Section 2 of the ECA Subscriber
Enrollment form.

- Mail the signed ECA Subscriber Enrollment Form to:

Symantec Corporation

Attn: Symantec ECA Authentication Support
350 Ellis Street

Mountain View, California 94043

- Once the ECA Subscriber Enrollment Form has been received by the
Symantec ECA Authentication team, you will receive an e-mail
confirmation within 7-10 business days. This confirmation will include
the link to your certification and also your Personal Identification
Number (PIN).

5. Pick Up Your ECA Identity Certificate:

- Copy the Personal Identification Number (PIN) from the certificate
approval email and paste it in the box below, and then click continue. You
will receive an alert stating, “Your personal certificate has been installed.
You should keep a backup copy of this certificate.” Click OK.
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Pick Up Your ECA Identity Certificate

downloading and installing your certificates.

both your ECA Identity and Encryption Certificates are installed
Enter Your Personal Identification Number

click Continue. Do not interrupt the browser while it is generating and installing your certificate.

Personal Identification Number (PIN):

Your approved ECA Certificate pair includes the ECA Identity and Encryption Certificates. The following installation wizard will lead you through

Important: To complete this process, you must use the same computer you used to enroll for your ECA Certificate. Do not close your browser until

Copy the Personal identification Number (PIN) from the certificate approval email and paste it in the box below, and then

Continue
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downiosdng and matalng your certhcates

Impartant: To compists this process, you must use ihe same computer you usad ta sl far your ECA Cenicate Do not cless your Browser utl
ot your ECA identty snd Encryption Certificates are nstaled

Enter Your Personal Identification Number

Hlert x4
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Your ECA Identity Certificate has been successfully installed. Review the
information below to ensure it is correct. Click Continue to download and

install your ECA Encryption Certificate.
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Pick Up Your ECA Encryption Certificate

Your ECA Identity Certificate has been successfully installed. Review the information below to ensure it is correct.

Click Continue to download and install your ECA Encryption Certificate. When prompted, select your new ECA Identity Certificate to

authenticate yourself.

NOTE: When prompted with the cerificate selection box, do not choose the old IECA certificate.
Your ECA Identity Certificate Information




2. Install Your ECA Encryption Certificate

a.

b.

Click Download Certificate button. Save the “.p12” file to an
accessible drive.

In Firefox, select Advanced.

In the Category frame, select the View Certificates.

* Note: Ensure you are choosing the VeriSign certification. Click the
certificate and click View.

Click the Import button.

Find and open the “.p12” certificate saved in the first step. Enter your
ECA Encryption Certificate password when prompted. Your password
will be located on this page and the password is case sensitive.

When Firefox confirms your certificate has been successfully installed,
close all windows to return to the ECA Certificate Installation page.

*Note: Do not close this browser until you have successfully installed your
certificate.
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Install Your ECA Encryption Certificate
Follow the instructions below to download and install your ECA Encryption Certificate.

Important: Do not close this browser window until you have successfully saved your .p12 certificate file and the ECA Encryption
Certificate password. If you have difficulty instaliing the certificate, make sure you save the certificate file and the password below
before closing this window

Install Your ECA Encryption Certificate

To download and install your ECA Encryption Certificate:

Click the Download Certificate button. Save the .p12 file fo an accessible drive.

Important: Do not open or install the .p12 file during this step. The ECA Encryption Certificate can be installed only by
importing the .p12 file as described in the steps that follow.

In Netscape, select Edit > Preferences

In the Category frame, select the Privacy & Security > Certificates.

Click the Manage Certificates button.

Click the Import button

Find and open the .p12 certificate file saved in step 1. Enter your ECA Encryption Certificate password when prompted:
Note: This password is case-senstive

When Netscape confirms your certificate has been successfully installed, close all windows to return to this page.

Download Certificate |

Do not close this browser window until you have successfully installed your certificate.

After the download is complete you have successfully installed the certificate.
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